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Introduction 

1) Internal Audit is an independent and objective assurance and consulting function. The shared team 
undertake reviews over the course of the year that are designed to evaluate and improve the Council’s 
internal control, governance and risk management processes.  
 

2) This report provides Members with an update on internal audit activity, and, crucially, its outcomes, 
against the Plan that was agreed by Members of this Board in July 2020.  
 

3) It also seeks to enable the Board to discharge its responsibility to provide oversight of the Internal 
Audit Partnership through performance information. This should be considered in conjunction with 
the outcomes of the External Quality Assessment, presented as a separate agenda item.   

 

Internal Audit Progress Update 

Internal Audit Plan 2020/21 

4) Members will recall that the 2020/21 Internal Audit Plan was divided into two; Plan A contains the 
audits that are priorities for completion and Plan B contains additional audits that will be completed 
if resources allow.  
 

5) An overall summary of Internal Audit progress against both Plans as at 5 March 2021 is shown below 
in Annex A. We have continued to make progress against Plan A with eleven pieces of work now fully 
completed and a further six in fieldwork or reporting stages.   

 
6) At the last Audit Board, I reported that some Internal Audit staff had been re-deployed on a part-time 

basis to help with the frontline pandemic response, triaging and actioning incoming contacts from 
vulnerable residents. At the time of writing, the redeployment continues but there are plans in place 
to handover these frontline responsibilities to other teams in the Council by the end of the financial 
year.   

 
7) It continues to be my view that we will still be able to provide an overall opinion on systems of risk 

management, governance and control at the end of the year, despite these redeployments. Whilst 
progress against the Plan has not been as significant as desired, we are already in a much healthier 
position than the equivalent period last year, when only two audits from the Plan had been completed.   
 

Amends to the 2020/21 Plan  

8) Within the Audit Plan report presented in July and subsequent update reports, I did note that the 
Audit Plan may have to be continually revised throughout the year to ensure its continued relevance 
and alignment with organisational need. I am proposing that two audits on the 2020/21 Plan are 
formally deferred until the 2021/22 Internal Audit Plan. These are the Covid-19 Recovery Audit and 
the Corporate Project Governance audit.  The rationale for deferring both of these is that the next 
financial year will be a more appropriate time to undertake these pieces of work. With the ongoing 
lockdown, the Council is still very much in ‘Response’ rather than ‘Recovery’ mode. The Project 
Governance audit will focus on Acacia Hall but this will project will not be finalised until Quarter 1 next 
year as building work was deferred due to the pandemic.  



 
 

9) Members are asked to approve these deferrals.  
 

Internal Audit Outcomes 

10) The table below shows all final audit reports issued and the outcomes since the last report to Audit 
Board in January 2021. Summaries of these audits can be found in Annex B. Definitions of our 
assurance ratings are provided in Annex E.  
 

11) One of the primary functions of Internal Audit is to provide assurance that identified risks are being 
effectively managed and to this end, the table below also provides links between Internal Audit work 
and the current Strategic Risk Register. This does not mean that all controls have been covered as part 
of our audit but simply shows Members where they may be able to gain some assurance over the 
management of risk through our work.  
 

Audit Year Audit Assurance Level Links to Strategic Risk Register 

2020/21 New Build Capital 
Programme 

Substantial  HS1 – Affordable housing not delivered 
HS6 – Failure to deliver housing new build 
programme  

2020/21 Budget Setting Substantial  CP2 – Increasing pressure on budget, 
particularly as a result of COVID 

2020/21 Local Air Quality 
Management 

Limited ES4 – Increased carbon emissions 

 
12) Two out of three pieces work were rated ‘Substantial’. This is a good set of results indicating that the 

majority of risks considered as part of the reviews are being managed. Both of the ‘Substantial’ audits 
covered key areas with associated financial risks that are inherently high, due to the monetary 
amounts involved. We found that these financial risks were being largely well-managed, with budgets 
and costs well controlled. Nonetheless, there were opportunities for efficiencies which have been 
discussed with the services and which should assist the Council to rise to future challenges.  
 

13) The ‘Limited’ assurance audit was for a very specific statutory responsibility (Air Quality). One ‘high’ 
priority action was raised because the Council does not yet have a completed Air Quality Action Plan 
as required by DEFRA. This work is underway and, once complete and published, the significant risks 
will be mitigated to an acceptable level.  
 

14) We noted in the last update report (January 2021) that lack of clarity around governance 
arrangements within specific areas reviewed was an emergent theme of audit actions raised. The 
audits completed between January and February raised similar but discrete issues. It is important that 
governance arrangements are clearly articulated to ensure consistency of understanding and 
application, rather than being merely implicit. This applies to both internal arrangements and to 
relationships with external partners and contractors.  We have also found, to an extent, that this 
applies to internal control processes as a degree of reliance is often placed on accumulated knowledge 
which then means that effectiveness relies upon the individuals involved in the process rather than 
the process itself.   
 



 
 

15) The chart below shows a breakdown of results for all assurance pieces of work issued for the 2020/21 
financial year that will contribute towards the year-end annual opinion, including 3 pieces of work 
from 2019/20 that were finalised in 2020/21.  

 

 

 
 

16)  The majority of the work continues to be ‘Substantial’ assurance and, as a result, my indicative overall 
opinion at this stage of the year continues to be that there is “Substantial” assurance over systems of 
risk management, governance and control (See Annex E for current definitions). 

 

17) Our priority for the remainder of the financial year is to complete ‘Plan A’ as set out in Annex A. We 
are also in the process of reviewing the risk management framework and, in addition, have another 
two pieces of ad hoc advisory work ongoing.    

 

Follow Up 

18) Internal Audit follows up all Critical, High, Medium and Low priority findings as they fall due. Annex C 
shows the results of our follow up process since the last report to this Board. There are currently no 
Critical or High priority issues that are due and outstanding.  We have agreed to defer four actions this 
quarter but they are in currently in progress and therefore we do not consider the deferral to 
represent a significant risk.  
 

Internal Audit Performance 

19) Audit Board have an important role to play in monitoring the performance of Internal Audit, in order 
to assure themselves that Internal Audit makes an effective contribution to governance and that 
reliance can be placed on its conclusions.  
 

20) To facilitate performance monitoring, a suite of Key Performance Indicators (KPIs) exist and the results 
for Q3 (October –December 2020) are shown at Annex D. As reported throughout this year and also 
as highlighted within the External Quality Assessment report (presented as a separate agenda item), 



 
 

delivering audits to budget and in a timely manner is still a key challenge for the Partnership. At the 
same time as improving efficiency, we are also striving to improve the quality of audit work to ensure 
that it is consistently in line with professional standards. All of these facets are critical in order to be 
able to deliver an effective service and we do have a set of actions in place for all of them, including 
training, support and performance monitoring.  
 

21) Within the Audit Plan report (a separate agenda item), we present a revised set of KPIs for Members 
approval.  

 

Conclusion  

22) The outcomes of Internal Audit work have been largely positive and where findings have highlighted 
potential weaknesses, officers have put plans in place to address.  
 

23) Internal Audit staff continue to be redeployed into frontline roles, but we are still on track to deliver 
a robust overall opinion on systems of risk management, governance and control as part of the Annual 
Report in July. At this stage, my overall indicative opinion is one of “substantial” assurance.   
 

24) We would like to thank Officers, Managers and Members for their ongoing support and co-operation 
to enable us to deliver our work, particularly in the light of the ongoing pandemic.  

 

Francesca Chivers, CMIIA 

Audit Manager 

 

  



 
 

 Annex A – Internal Audit Plan 2020/21 

2019/20 audits completed since July 2020 (to form part of the 2020/21 Annual Opinion) 
 Animal Welfare Risk Based Complete Substantial 
 Garage Management Risk Based Complete Substantial 
 HR Policy Compliance Risk Based Complete Substantial 

2020/21 Plan  

Plan A Audit Title Type Current Status Assurance 

1 Cyber Security Compliance Complete Limited 

2 Rent Collection / Rent Arrears 
(Current Tenants) 

Finance Not yet started  

3 Waste Collection Contract Risk Based Review / Feedback  

4 Street Cleansing Risk Based Review / Feedback  

5 Reactive Repairs Risk Based Planning  

6 New Build Capital Programme Finance Complete Substantial  

7 Budget Setting Finance Complete Substantial 

8 Feeder Systems & Journals Finance Complete Full 

9 Fraud Checklist Governance Complete Advisory 

10 Planning: Administration & Fees Risk Based Fieldwork  

11 Housing Benefits Finance Fieldwork  

12 Housing Allocations Policy Risk Based Complete Substantial 

13 Corporate Project Governance Governance Proposed to defer to 
2021/22 

 

14 Planning Enforcement Risk Based Complete Substantial 

15 Local Air Quality Management Risk Based Complete Limited 

16 Contract Management Risk Based Fieldwork  

17 Dartford Town Against Crime Risk Based Complete Substantial 

18 IT Change Control Risk Based Fieldwork  

19 Facilities Management Risk Based Planning  

20  Counter Fraud Policy Work Governance Complete  Advisory 

21 Covid-19: Lessons Learned Consultancy Removed from Plan 
due to conflict of 
interest 

 

22 Covid-19: Recovery Consultancy Proposed to defer to 
2021/22 

 

23 (Plan Addition) – Home Working 
Review 

Consultancy Complete Advisory 

Plan B Audit Title Type Current Status  

1 Revenues and Benefits Shared 
Service Performance 

Finance Not yet started  

2 Recruitment Process Risk Based Not yet started  

3 Homelessness Prevention Consultancy Not yet started  

4 Emergency Planning Risk Based Not yet started  

5 Environmental Enforcement Risk Based Not yet started  

6 Employee Induction Advisory Not yet started  



 
 

7 Project Management 
Framework 

Governance Not yet started  

8 CRM System Risk Based Not yet started  

9 Markets Risk Based Not yet started  

10 Shared Service Value for Money Consultancy Not yet started  

11 KCC Funding Agreement – Fraud 
& Error 

Risk Based Not yet started  

  



Annex B - Summaries of Audit Reports issued 

New Build Capital Programme (Substantial Assurance) - Issued February 2021 

In 2012, the Council embarked on a programme of building new homes for Council tenants using 

Right to Buy receipts and is currently in Phase 3 of this programme. The objective of our audit was to 

review the effectiveness of controls to ensure that the projects are delivered to agreed time, cost 

and quality criteria.  

Our “Substantial” assurance opinion is based on that controls are largely sufficient in design to 

mitigate against significant risks. We have identified some areas to further enhance controls in 

relation to the overarching governance framework.  

Key Strengths 

 The Phase 3 projects had been appropriately approved and sufficient information was provided 

to ensure that decision-making was robust.  

 Spend against the agreement with MHCLG regarding use of capital receipts is regularly 

monitored, with actions put into place where risk of underspend is identified. 

 The process for making contractual payments is robust in design, and all Phase 3 payments were 

supported by appropriate valuations and authorisations.  

 There was evidence that project costs are well managed and controlled. 

 Effective monitoring arrangements are in place to ensure that projects are delivered to time and 

quality.  

Areas for Development 

 Internal governance process, such as those for change control, risk management and budget 

reconciliation, require greater elucidation.  

 There are currently no project closure reports to allow an assessment of lessons learned and 

benefit realisation.  

 In our view, the contractual arrangements for the external provider of project management 

services require clarification. 

Priority Ranking 
Number of audit 

actions 
Actions agreed 

Risks accepted 
by management 

Critical 0 NA NA 

High 0 NA NA 

Medium 3 3 0 

Low 0 NA NA 

Advisory 0 NA NA 

Total 3 3 0 

 

 



 
 

Budget Setting (Substantial Assurance) – Issued in February 2021 

We conclude based on our audit work that the controls in place for the annual budget setting 

process provide substantial assurance.  

Our review found that a process is in place to ensure that budget setting deadlines are met but 

there are aspects which could be improved, especially in relation to the guidance that runs 

alongside the Finance budget setting timetable. Although there is a timetable in place there are no 

set procedures or guidance to assist and provide clarity regarding the approach and operation. 

Meetings take place with Budget Holders as part of the process to identify savings and ways of 

increasing income and positive feedback was received from Budget Holders as part of the review 

regarding the support provided by the Finance team throughout the budget setting process. 

However opportunities for further savings and efficiencies could be available in some areas, going 

forward. This is likely to be more important over the next few years, as the medium and long 

economic impact of external events becomes more defined. 

We have suggested actions that will support controls in these areas. 

The table below provides a summary of priority rated actions: 

Priority Ranking 
Number of audit 

actions 
Actions agreed 

Risk accepted by 
management 

Medium 1 1 n/a 

Low 1 1 n/a 

Advisory 2 2 n/a 

Total 4 4 n/a 

 

 
Local Air Quality Management (Limited Assurance) – March 2021 

The day to day responsibilities for the monitoring and reporting of air quality activity have been 

assigned to the Scientific Officer (SO) who has detailed knowledge and expertise in the subject 

matter. The Council also benefits from being a member of the London Air Quality Network. This 

provides guidance and notifications of developments relating to air quality. 

The audit did however highlight some significant areas for development.  A key concern is that the 

Council has not yet approved its revised local air quality action plan.  It has been over a year since the 

air quality consultants Bureau Veritas were appointed to review and update the existing plan. It is a 

legal requirement specified by the Environmental Act 1995 that local authorities have an approved, 

up to date air quality action plan in place. Delays have been created as a result of Covid-19 impacting 

the consultant’s ability to undertake the modelling necessary to verify existing AQMAs and a decision 

for the action planning process to undergo member scrutiny and participation.  

In our view, existing air quality performance indicators contain technical data, which is difficult to 

understand for non-specialists and no supporting explanation is provided. Although the Assistant 



 
 

Environmental Health Manager (Environmental Protection) stated they provided useful information 

for him he did agree the indicators reported on the Pentana system need to be reviewed.    

We also identified that contract management arrangements between the Council and external 

suppliers of services could be enhanced, as agreements had not been signed, there were some minor 

errors within the agreements and there was a lack of clarity around how the Council received 

assurance that services were being delivered to an acceptable standard.  

Priority Ranking 
Number of audit 

actions 
Actions agreed 

Risk accepted by 

management 

Critical 0 0 0 

High 1 1 0 

Medium 6 6 0 

Low 0 0 0 

Advisory 0 0 0 

Total 7 7 0 



 
 

Annex C -Audit actions  

We raise recommendations to assist management in addressing control failings, or to suggest service improvements following the results of 

our testing. In accordance with our follow-up process all audit actions are tracked and followed up when they fall due. The table below shows 

the current actions, and progress against implementation: 

Project  
  

Service  
Manager  

Report Issue 
Date & Rating  

Agreed actions 
in Final Report  

Actions due 
in Dec 2020 

and Jan 
2021  

Not yet 
due  

Closed 
during Dec 
2020 and 
Jan 2021 

Agreed 
Deferrals this 

Qtr.  

Total 
actions 

closed to 
date  

Total actions 
outstanding1  

Post GDPR Review 2018/19  
Sarah Martin / IT 

Services  
June 2019  
Substantial 

5  0  1 (M)  0  0  4  1  

Corporate Complaints 
2019/20 

Marie Kelly-Stone 
March 2020 
Substantial 

3 1 (M) 0 1 (M) 0 3 0 

Accounts Receivable 
2019/20 

Tim Sams 
April 2020 

Full 
3 0 2 (L) 0 0 1 2 

Community Safety 2019/20 Mark Salisbury 
July 2020 

Full 
1 0 1 (L) 0 0 0 1 

Garage Management 
2019/20 

Paul Koster 
August 2020 
Substantial 

3 0 1 (M) 0 0 2 1 

Animal Welfare (shared 
review) 2019/20 

Annie Sargent 
September 2020 

Substantial 
3 0 

1 (M), 1 
(L) 

0 0 1 2 

Cyber Security 2020/21 Sarah Martin 
September 2020 

Limited 
7 

1 (H), 1 (M), 
2 (L) 

1(M) 0 
1 (H), 1 (M), 2 

(L) 
2 5 

                                                           
1 Projects with 0 actions outstanding will be removed from future reports and be closed 

 



 
 

Planning Enforcement 
2020/21 

Sonia Collins 
November 2020 

Substantial 
2 0 

1 (M), 1 
(L) 

0 0 0 2 

Dartford Town Against Crime Anthony Henley 
December 2020 

Substantial 
4 1 (M) 

1 (M), 2 
(L) 

1 (M) 0 1 3 

New Build Capital 
Programme 

Peter Dosad 
February 2021 

Substantial 
3 1 (M) 3 (M) 1 (M) 0 1 2 

Budget Setting Tim Sams 
February 2021 

Substantial  
2 0 

1 (M), 1 
(L) 

0 0 0 2 

Air Quality Management Nick Chapman 
March 2021 

Limited 
Assurance 

7 0 
1(H), 6 

(M) 
0 0 0 7 

    TOTAL  43 7 25 3 4 15 28 

 

  



 
 

Agreed Deferrals 
This table shows the four audit actions and the reason why they have been deferred: 

Project Action (including priority) 
Original 

agreed date 
Revised 

date 
Reason for deferral 

No. of 
times 

deferred 
Cyber Security 

2020/21 
Disaster Recovery Testing  
(High) 

 

31/12/20 31/3/21 

These actions were originally due at the end of December 2020, but 
we deferred them until the end of March to allow a DR solution to be 
purchased and implemented. Significant progress has been made as 
the solution has been purchased and configured and is now in testing 
phase. The project is currently estimated to complete w/c 19th March.   
 

1 

Cyber Security  
2020/21 

Disaster Recovery Policy 

(Medium) 31/12/20 31/3/21 1 

Cyber Security 
2020/21 

Backup policy (Low) 
31/12/20 31/3/21 1 

Cyber Security  
2020/21 

User management document  
(Low) 31/12/20 31/3/21 1 

 

 

 

 

 

 

 

 

 

 

 



 
 

Annex D – Key Performance Indicators for Q3 Progress (October - December) 

 



 
 

Annex E - Definitions of Assurance ratings: 

OPINION DEFINITIONS 

Full Assurance 

(no High or Medium 
priority actions) 

A sound framework of control is in place that meets Council or 
service objectives. All expected controls tested are in place 
and are operating effectively. 

A review with this level of assurance will generally have no 
actions, or very few LOW priority actions. Agreed actions will 
be followed up as they fall due. 

Substantial Assurance 

(no High priority actions) 

There is generally a sound framework of control in place that 
meets Council or service objectives. However, there are 
isolated weaknesses in design of controls, or inconsistent 
application of controls, which puts the achievement of a limited 
number of objectives at risk. 

A review of this level of assurance may raise a number of 
MEDIUM priority actions. Agreed actions will be followed up as 
they fall due.  

Limited Assurance 

There are weaknesses within the framework of control or 
evidence of non-compliance with Council procedures or good 
practice, which puts the achievement of the Council’s or 
service objectives in many of the areas reviewed at risk. 

A review with this level of assurance will raise one or more 
HIGH priority actions. Actions with a high priority should be 
acted on as soon as practical and will be followed up as soon 
as they fall due. 

No Assurance 

Key controls are absent from the framework of control. There 
are fundamental weaknesses identified with both the design 
and operation of the system under review. As a result, it is 
unlikely that Council or service objectives will be achieved. 

A review of this level may include a number of HIGH or 
CRITICAL priority actions. Actions of a critical level will be 
reported as soon as they are identified and escalated to the 
relevant Senior Manager. Actions to address the findings will 
be followed up as soon as they fall due.  

   

 

 

 


